Approved For Rglgase 2002/05/07 : CIA-RDP96B01 172 9}}_903005)?874
. ‘ A SRR

F:

- 130d

MEMORANDUM FOR: Director of Security

FROM : Cliffoxd D. May, J¥. _
Director of Data Processing T 25X1
SUBJECT : Computerized Database —~ Arxeas Approved fex=
Storage of Collateral and SCI Haterial
REFERENCES : a. Memo to D/ODP £m D/0S -atd 27 Jan. 77,
' ' same subject. - _
b. Memo to D/0S fm D/ODP dtd 25 Feb. 77,
same subject.
25X1 : : 1.

My previous memworandum (referenca b.) stated
that JunE——ro—vas the earliest date that ODP would hava
personnel available to work on your reguest. Howsver, an

analyst from B Division of Applications is now available to

bagin work on this project. | |25X1A
Division, has contacted| [of the Special ~25X1A
Security Center to begin a preliminary study of your vequirs—
ments.

25X1 E 2.[::::ghfter analyzing the reguirements of the proposed
R Storage Facilities system we have concluded that we could

readily implement it using ODP's central computers.: Howevsex,
a significant xesource commitment is reguired to collect ths
necessary data and enter it into the data basa. Ve have proe-—
pared an analysis of the data collection and preparation tasks
and recommended procedures to obtain the data necassary for
the svstem. ‘These are contalned in the attached study.

2
T

25X1

3. hocause there is a significant resource commit-
ment requizred of Security, ObDP, and othiar Agency components,
25X1A I recommend that]| cooxrdinate the review of this
study with those people identified in paragrann 1. of the
attacnment., Before you and I approve ODR's continuing witn
the system development, we should be certain that we agree
with the findings and recommendations of the attached study.
if you concur with tha study's rocommnendations and want ODP
to continue work on the schadule provided in the study, please
asign baelov.

jte

Y
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22541 A . ‘ 4: [ | has been assigned responsibility
for this project and may bz reached on ext. if you 25X1A
ox your staff have any gquestions concerningathis prefect.
25X1A

C.thz:-”o\rg/'j. May, Jr.

Att: a/s

CONCUR:

Director of Security ' Date

cc: C/BD/ODP
C/AS/0DP

PSR ER TP L
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STORAGE FACILITIES DATA BASE

(STORFAC) STUDY REPORT

References: (1) Memo fx] | cb/oDP, dtd 16 Nov 77, 25X1A .
. subject: Requirements Definitioan for 25X1
Storage Facility Data Base

(2) Memo fr Chief, Compartmented Information
Branch, DD/P&M/0S, dtd 15 Jan 77, subject: .
Top Level Reanirements for Storage Facility 25X1
Data Base » .

25X1 : 1. Agency pérsonnel who have an interest in the

5torage Facilities Data Basc Concept presented in References
1 and 2, met during the month of December 1977. The following

inidividuvals were present:

25X1A - C/CIB/SSC/0S
: ~ ISB/PSD/OS
- OD&E Security Staff
~ OD&E Security Staff
- OL Security Staff
- C/BD/ODP
- CD/0ODP
~ C/SMS/DDS&T
- NFAC Security Staff
- CSb/0C
- C/ISSG/0S

The references had been studied prior to the meeting. fThe
data base concept was thoroughly discussed. The final outcoma
of the meeting was a general concurrence that such a system

1s needed, general agreement on the types of data which should

be collected and maintained, and satisfaction with the formats

N A '.I

. '_.'./..1 _.2

Approved For Release 2002/05/07 : CIA-RDP96B01172R000900020005-7

————



25X1

25X1

and Appeoved FerBaleasc:3002/05/93 - CA-RER2EBAIN2RNNOB00020008: %G . The data
elements which would be needed to support the system are listed

in Reference 1. chorL formats are detailed in Reference 2.

2. The general consensus was that a system was

needed to inventory and monitor secure storage facilities.
It was questioned, however, whether the development should
proceed at this time, since the Agency is.currently performing
ofher studies related to industrial security practices. It
was decided that ODP should expend sufficient effort to invésti~
gate the following:
° Where is all the data which is needed for data
base generation currently located?
° How can this information be gathered and reduced
to machine readéble format?
° What input media should be used (caxds, CAMEXEC,
etc)?
° What are the STORFAC development costs?
° How long will it take to develop such a systenm?
The paragraphs which follow address these questions and con-

tain the findings of this short study effort.

3. Data which is needed to generate a Storage

Facilitics file is stored in several offices at various loca-

tions. Some of the data sources will be relatively easy

Sy
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to research. Some of the data is stored in voluminous
folders and will require considerable effort and some.source
familiarity in order to extract the required information.
The primary offices which currently maintain most of the
required information are:
- Office of Security (0S)
- Speéial Security Céﬁter {(SsC) -
; Information Systgms Security Group (ISéG)
— Physical Security Division (PSD) |
- Industrial Security Branch (IsSB) -~<_:.
—~ Overseas Security Branch (0SSB)
- Domestic Security Branch (DSB)
- - Technical Security Division (PSD)
~ Office of Logistics (OL), Security Staff e
- Office of Communicationé (oc)

25X1A

~ Communications Security Division (CSD)

Additional data sources may be identified as the developiment

effort progresses.

4, Information on approximately 1,200 active storage

locations is maintained in SSC. This information is logged
and maintained oh manual records (5 x 7 index cards). Each
card contains data for one localtion. Data values on the

index cards are labeled and, therefore, would be relatively

casy to extract. The following information is normally

AT e o
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Facility Name

“Activity Indicator

Facility Location

Cover

SPECLE Number (assigned by SSP)

Agency Interest:

Security Officer w/telephone number
Alternate Security Office w/telephone number
Responsible Agency, Component, Division, Contract Teaun
Type of Operation - - '
Facility Clearance Level
Accreditation Date
Special Activities
Associated SCI Projects
Comments

© 2 Q9 0 ¢ O 0 O 0 0 O ¢ ¢ 0 0O

25X1 5. The OL Security Staff maintains approximately

1,900 contract folders. BAabout 600 of these folders are main-
tained for active contracis/contractors. The folders contain
all the information concerning the contract that a vendor hag
with the Agency. In addition, the folder has information
regarding the contractor facility in which classified informa-
tion is stored and/or produced. These folders are for facili-—
ties which may or may not be the same as those facility index
cards maintained by S$SC. Detailed examination of these folders
would normally yield the following data items:

Facility. Name

Facility Location

Clearance Level

Sterility Code

Security Officer w/telephone number

Alternate Sacurity Officer w/telephone number

Security Survey Date(s) .
Component/Division/Team Responsible for the Facility

o ¢ 0 0 ¢ 0 0 O

Extraction of the data from the OL Sccurity Staff contract

“\r;‘-‘:‘-‘.,«-. r'3-1 ) g
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folders would he fairly difficult. This v ald be true even if
R Approved I@Release 2002/05/07 :-C_IA-RDPSGBOMR000900020005-7

the researcher had a limited familiarity with the contents of
the folder. This is piimarily due to the guantity of data

stored for a particular contract.

ZH1A

6. The 0S/PSH maintains folders on approximately

active stations located around the world. Information for

 moSt of the facilities (stations) maintained by PSD is also
located on the 5 x 7 index cards kept by $SC. In addition to:
“data which describes and locates a station, the folders
identify storage type, cover and type of'operation.' Also,

they specify the historical security-survey and security audit
dates which are required for development of STORFAC. These |
folders contain a considerable volumz of data and would reguire
soﬁe degree of familiarity with the contents in order to re-

search and retrieve the necessary historical information.

25X1 7. The 0C, CSD and[____ Jofficersmaintain data 25X1A
for installations on which a COMSEC or TEMPEST survey is to -
be or has been‘conducted. Information on COMSEC and TEMPEST 25X1A
surveys is maintained and readily accessible in CSD and [___]
on chronological lists which identify the facility aﬁd specify
the latest survey dates.

25X1 8. 0S/ISSG maintains a data file which contains

25X1A records on approximately|[::]computer facilities. These

computer arcas are primarily located at contractor facilities.

Information in this data file consists of the following:

5

A
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Facility Namo :

Facility Location
Clearance Level:
Responsible Component/bDivision/etc.

bate of latest computer Facility Inspection
Identification of the types of Computing Equipment
w/vendor

©c ¢ ¢ o ¢ ©

This data is processed periodically to produce tabular reports

in several different sequences (Location, Facility Name, etc.).

It would be relatively easy to research and extract data for

- inclusion in the STORFAC data base.

S. TSD maintains information concerning the

dates on which an ACM survey was conducted at a specific facility.
This information is readily available for extraction and

inclusion in the STORFAC. data base.

10. The primary problem which must be solved in

order to develop the STORFAC data base is how to collect,

edit, collate, and enter the information which is available

at the various sources. A prbcedure must be devéloped which
wiil either (1) allow all available data to be collected,
collated and edited for each unique facility prior to intro-
duction to the data base; or (2) allow for incremental develop-
ment. After considering both approaches, it is suggested

that the second appréach be considered for the development
effort. An incremental approach would allow for development

of a partial data base which would contain partially complet=s
records. Subsequent coperations would supply additional facili-

ties not currently included in the S8C files and vrovide the
Y 3

6
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necessary infor -"tion which would make th Laartially comnleted
. Approved FegRelease’2002/05/07 : CI_A-RDPSGBO1ﬁR000900020005-7

records complete. Figure 1, pages 1 through 7 is a flow

diagram of the suggested approach.

11. Any attempt to assemble all the necessary infoxr-

mation prior to data base generation would reguire a signifi-

cant redundant effort to code information at the variocus data

-source locations. In addition, it would place a tremendous

burden upon SSC to collate all the data for a unigue facility

prior to its introduction to the data base.

7
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in the S$5C of the Office of Security. Data from each of the

1,200 index caxds would be examined. Data items reqguired in
the STORFAC data base which are available in SSC would be
entered on a Delta Data terminal using a CAMEXEC menu. Figure\
2 is a copy of the menu whiéh identifies those data items

input by S8C. Edit routines would be invoked, where applicéble,

to ensure that the data entered conformed to acceptable formats,

ranges and values prescribed by SSC. After the data passes
the applicable edits, it will be stored in a transaction disk
file. Periodically (perhaps once or twice a week), the trans-
action data would be batched into a job stream which would
invoke the File Maintenance (FM) module.of NIPS. This trans-—
actioh information would be used to generate ffirst time)} ox

add to the STORFAC data base.

13. After each FM process, SSC would be provided

with an audit trail report wﬂich would consist of a formatted
dump of the content of each STORFAC facility record which was
added to the file orx chénged in any way during the FM run.
This activity would continue until data from all 1,200 index
caxrds had been extracted and entered into the file. At ﬁhis
point in time, a partially complete STORI'AC data base would
be available for processing by SSC. Howevexr, this file would
only contain partially completed data records. The other
information needed to wake each facility record complete re-
sides in the other offices identified in paragraph 1 of this

raeport.

15
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ment effort, the data residing in the STORFAC data base wonld

be .extracted, sorted aﬁd processed to produce a master report
similar in appearance to the CAMEXEC menu used for data intro-
duction. The sequence of this report would be in facility
name order. Only data for.one facility would appear on each
printed‘page of the report. At the same timé, one lihe per
facility cross index listings would be produced to assist

the other éffiqes who will be contributing data in their
facility research and identification activities.. The cross
indices could be provided in facility location by State,
SPECLE Numbexr, etc. orders, as considered necessary for
identification purposes. The master report format would con-
tain all of the known (preﬁiously entered by SSC) data together
with'sufficiently labeled‘space for that information not

currently in the data base.

25X1 -15. A quantity of blank forms similar to the

CAMEXEC menu would be produced for use by the offices other
than SSC, to enter data for facilities not currently resident
in the STORFAC data b@se. These forms would have space for

all the required data fields with labels for data entry.

25X1 - 16. The master report, cross index reports and

a supply of blank menu forms would then be forwarded to the

OL Security Staff for their inputs.

17 .
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must be rescarched in OL. If the folder is for a facility

already in the STORFAC -data base, additional items of inforema--
tion (dates, etc.) must be extractead and.entéred in the appro-
priate space on the partially compiete m%ster report page for
thét facility. If the folder is for a facility not currently
in the STORFAC data base, one of the blank forms must be com-
pleted. All applicable data in the folder must.be_extracted
and entered. Figure 3 identifies those data values thch
would be supplied by the OL Security Staff folder research

effort.

25X1 : 18. When all 600 contract folders have been

researched, the partially completed forms, the blank menus
and the cross index listings will be [orwarded to Physical
Security. The records in PSD would be researched, data ex-—
trécted and entered on the forms in thé same manner as the
process accomplished in OIL. KFigure 4 identifies those data
values which would be supplied by the PSD‘folder research
effort.).-When all PS facility records have been exhausted,

the forms and index reports will be forwarded to TSD whexre the
process is repeated (éupply ACM dates for.existing STORFAC‘
records, create new forms for previously not identified facili-
ties.). When the TSD aétivity has been completed, the entire
package will be passed to ISSC for their data extraction process.

When the I8SG extraction effort is finished, the package is

18
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is repeated. When complete, OC will return the entire package
to SSC. (Figure 5 identifies those data values which would be
supplied by TSD; Figure 6 identifies those data values supplied
by Is558G; and Figure 7 identifies the data values supplied by
oc/CSD and [ ]

19. Upon receipt of the package from OC, the final

stage of ihcremental development can begin; Each facility form
nmust be examined to determine if it is a new facility_(not'onev
of the‘original 1,200 sSSC récords) or if it is one of the
original SSC facilities. If it is a form for a new facility,:
SSC must determine its SPECLE Number and assign a machine
;eference nunmber (MRN). Since the MRN is the record control
elemcent foxr STORFAC, care must be exercised to ensure that

this MRN is unique from all others. When these two data

fields have been completed, the information can be entered via
the CAMEXEC menu and transacfions created and stored on ﬁhe

transaction file.

20. If the form is for one of the original 1,200

facilities, the data added by OL, PSD, ISSG, TSD, and OC would
be entered via the CAMEXEC menu and stored with the transactions

produced in the previous step. When all information has been

..entered, the transaction data would be batched into an FM job

stream and the STORFAC file updated. At this point, SSC sho=ald
be in control of a complete Storage Facilities Data Base. It

is suggested that Master Format Reports be produced for each

21 |
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of the major data contrlbutors. "As new survev: are conductaed,
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" new facilities identified and errors found in the data base,

blank forms similar to the CAMEXEC menu can, bc used to forward

new or changing information to SSC for inclusion in the data

base.

21. The previous paragraphs briefly describe a

suggested process which could be used to incrementally develop
ﬁhe STORFAC data base. The pages which fdllow estimate the
costs for this effort. Costs are identified for Ageﬂcy re-—
search and entry éffort in working days, software development

in working days and machine costs in terms of computer usage

and terminal hook-up costs.

22. The cost for the ongoing File Maintenance

-

~a to keep STORIAC current are

cctivities vhich will be reguire

(')

difficult to determine. It is estimated that the data base
would normally be updated-oh a weekly basis. This process
would be reguired to enter data for new facilities and update
information on existing facilities. 1In addition, it is assumzd
that there would be approximately 2 report production runs

per week. Each File Maintenancc run will require approximately
1 minute CPU time at a cost of $22 per run. Each repcrt'éro—
duction run will require approximately .5 minute CPU time at

a cost of $11 per run. Computer usage costs will be billed to
OpP. The cost for data extraction and terminal entry will

depend upon the amount of. activity associated with introduction

25
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pcrf01mcd by the various teams and offices. Terminal hook~-up
time for entry of a necw facility will be in the range of 5 to
10 minutes. Hook-up time for entering new data on an existing
facility will depend upon the amount of data being added. This

should not exceed more than 5 minutes per facility.

23. The pages which follow prov1de an estimate for

the various costs associated with STORFAC development. Figure
8 presents the es leate for programmer effort assocmated with
software dcveTopment which would be charged to the ODP budget.
Figure 9 provides an estimate of tpe maqhine costs for software
and data base development activities which would be charged to
the ODP budget. Figure 16 is an estimate of the number of
work days which would be regquired to extract and enter the

data via a terminal using a CAMEXEC menu. Figure 11 is a
schedﬁie for STORFAC development in terms of calendar weeks

per task.

26

.n: (lz

TR UE A S S

Approved For Release 2002105/07 * CIA-RDP96B01172R000900020005-7




A SR WS T AR R TR

Approved FgRelasse 200R05/0% 2 GiAz=RDP96501 ¥ERM0900020005-7

Software Development Cost Estimates

CAMEXEC MENU W/EDITS 22 work days
NIPS FILE ANALYSIS & DESIGN 10 " 0
PILE MATNTENANCE LOGIC 15 » o»
(Design, Code, Test)
SSC DESIGNED REPORTS (6) 45w om
AUDIT TRAIL REPORT - 2 b
DUPLICATION OF CAMEXEC MENU REPORT 2 ® "
CROSS INDEX REPORT 10w "
FILE GENERATION & TEST 5 » 0
NIPS SOFTWARE DOCUMENTATION 10 » v
USER TRAINING & MONITORING 5 n
COVERSTON TABLES 2 v g
TOTAL - . 89 work days

Note: This translates into approximately $10,800
@ $600 per work week.

(18 wk x $600 = $10,800)

Figure 8. Pregrammer Softwarc Developmoent Cost Estimates
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SOFTWARE AND DATA BASE DEVELO™ ‘Ev~
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MACHINE COST ESTIMATES

SOFTWARE DEVELOPMENT COMPUTER CcosT $1,300
(approx. 1 hour CPU time)

SOFTWARE DEVELOPMENT TERMINAL HOOK-UP cosT $2,400
{(approx. 200 hours @ $12 hour)

COMPUTER COST FOR FILE GENERATION & S 650
REPORT PRODUCTION DURING INCREMENTAIL '
DEVELOPMENT :

(approx. .5 hour CPU time)

TERMINAYL HOOK~UP TIME FOR SSC DATA ENTRY $3,840
DURING INCREMENTAL DEVELOPMENT

(75 facilities per day = 320

hours at $12 per hook-~up hour)

TOTAL MACHINE COST $8,190

Figure 9. Machine Cost Estimates
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TERMS OF WORKING DAYS

SSC ORIGINAL DATA EXTRACTION & 20-25 person work days
CAMEXEC ENTRY TIME .
OL DATA EXTRACTION | C20-30 .
- PSD DATA EXTRACTION ' 20-30 " " "
TSD DATA EXTRACTION 10-15 " . "
ISSG DATA EXTRACTION 10-15 v o w
25X1A 0C/CSD ¢ DATA EXTRACTION 10-15 " " n
SSC CAMEXEC ENTRY OF NEW 20-25 “ o "

FPACILITIES & ADDITIONAL DATA

TOTAL 110-155 person work days

Note: If records must be rescarched in other offices, the
data extraction work day costs must be increased
-proportionately.

Figure 10. Data Extraction Cost Estimates
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